
      
 

 

 

OFFICER, SYSTEM SECURITY (IT) 

(Based in Hicom-Glenmarie, Shah Alam) 

 

 

 

Responsibilities: 

 

 Identifying IT security vulnerabilities in organization's network. 

 Developing and implementing comprehensive plan to secure organization's IT 

infrastructure and networking. 

 Monitoring network usage and health status in compliance with security policies. 

 Keeping up to date with IT security standards and threats development. 

 Perform regular penetration testing to find network flaws. 

 Collaborating with management team to improve IT security. 

 Documenting security breaches and assessing its damages. 

 Educating employee on IT Security Measures and Recommended Information 

Security Best Practices. 

 To perform other relevant task as assigned by management from time to time. 

 

 

Requirements: 

 Candidate must possess at least a Bachelor's Degree, Post Graduate Diploma in 

Computer Science or Information Technology or equivalent. 

 At least 3 year(s) of working experience in the related field is required for this 

position. 

 Possess effective verbal and written communication skills. 

 Possess ability to educate a non-technical audience about various security 

measures. 

 Solid knowledge of various information security frameworks. 

 Knowledge of Security Operations, procedures and processes. 

 Strong in surveillance skills, integrity and reporting skills. 
 Able to multi-tasking and work independently. 

  


